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NpepgnOiTenus
CeTE
NogTe. MzMeHenms mapaM. NOARNKNY. K CETH
Napamerpsr TCP/IP
NapaMeTps LPv4
HcnonesoBaTe I1Pvéd
NapaMerps IP-afgpeca
IP-appec
Macra nopceTn
Agpec mnwsa
DHCP
ArTOo IP
NapaMeTpE BapHaHTa DHCP
[IONYYUTE MMsSI XOCTa
nuHaanecxoé oSHoBneHHe DNS
[lonyudTE agpec cepBepa DNS
I[IonywiTe MMA [QOMEHAa
llony4nTe afgpec cepBepa WINS
[lonyynTE agpec cepBepa SMTP
NonyuuTs apgpec cepBepa POP
Oceob. mocn. appec npu cSoe momyw.
NapaMeTps IPv6 -
Acnonep3oBaThk IPV6
MapaMeTpr DNS
MapaMeTpE afpeca cepeepa DNS
IPv4
NMepBUIHET CepBep
BTOPHUYHEL CepBep
IPvé
[lepBHYHELT CepBep
BTOpUYHE CcepBep
[TapaMeTpHE xocTa DNS/uMeHH AoMeHa
IPv4
AMS XOCT-ROMIOIEBEOTEpPA
HMa poMeHa
IPvé
Heno.
UM XOCT-RKOMIBITEpa
HUMsa pgoMeHa
[lapaMeTpH AHHaMHYeCKOro OOHOBIeHHa DNS

HMst mDNS

Hcnone3zosaTe MDNS IPve
Hcnones. To xe uMa mDNS,
HMa mDNS
MapaM. HMeHHM KoOMIBlTepa/pabouell rpynms

aap.

TO Xe HMsa xXocTa/UMs goMeHa KarR IPv4

4T0 ¥ mMDNS IPv4

Bru. *

BKII.

172.27.23.36 *
255.255.252.0 *
172.27.20.1 *
BEIRJI. *

BERIRJI.

BRIL
BEIK L.
Bk
Bri.
Bri.
BEIRII.
BERIKJI.
Bri.

BEIK L.

172.27.20.100 *
172.21.20.100 *

Canon013501 *
GYML599. local *

BrIR 1.
Canon013501 *

IPv4
InHaMuuecroe obHoBIeHMe DNS BEIRIJI.
IDPv6 '
InHaMyecroe oSHoBIeHMe DNS BEIRJI.
3aperucTpup. agpec He3 ydeTa COCTOSAHHSA BEIRJI.
3aperucTpHpoOBaTE afpec, BBOAWUMENT BPYYHYH BERIL.
3aperucTpup. agpec ¢ y49eTOM COCTOSHUS BEIKII.
lapaMeTpsr mMDNS
HcnomnesoraTe mMDNS IPv4 BRII. *

Canon iR-ADV C3525/3530 III (0l:35:01)

) (01:3 (01:95:ae) (4) *

Bru. *
BRI
Canon iR-ADV C3525/3530 III *

HMa ROMIBHTEpa Canon013501
HmMsi paboue# rpynns WORKGROUP
RomMmeHTapui
Hcnone3oraTe NetBIOS BRI
[lapaMeTPE cepBepa SMB
HcnonesoBaTe cepBep SMB BEIKIL.
Hcnone3o0BaTE ayTeHTHQHRALWKD SMB Brm. *
Tun ayTeHTHQHKal MU
NTLMv1 BRI
NTLMv2 . BRI
Noanucek SMB, HeobXoOHMaaA ANSA COeOHMHEHHS BEIKJI.
| TpeSoRaTE KOQUDOBAHHME AIS NOOKIIOYEHHS BEIRII.
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YxazaTe BepcHlo cepsBepa SMB
1.0 BKIL
2.0 BRI
3.0 BRI

MapaMeTps KIKMeHTa SMB
TRO ayTEHTUQPUKALUM

NTLMvl . BRI
NTLMv2 . BRI
Hognuce SMB, HeoSxXogMMaA LIS COEAWHEHHS BERIRJI.
TpeBoBaTh KOAHMPOBaHME ANSA HOAKINYEHUS BEIKIL.
TaiM-ayT . 10 ¢
YRa3aTE BepCHH RKIMeHTa SMB
1.0 BKII.
BRI
— - B e ) BKJ'I.
ﬁépame-z-pm WINS
Pazpemenue WINS - BEIRII.
Anpec cepBepa WINS 0.0.0.0
[TapaMeTpsl newaTu LPD BRIL
TUTyneHER nHMcT LPD ppSnlen  mwem BERIL
TodM-ayD HpeMal Soe o s e e 5 yun
Dapaerps meward RAW  BEm
[EYyHAOpABNGHHAA CBASE BEIKII.
Tauu—ax'r ngnema 5 muu
Hapauer SBT- & ——— =
HcnomesoBaTs SNTP BEIKJI.
HuTeppal AJNs ompoca 1440 vmu

Appec._cepsepa NTP . e ——————
DapaMeTps nesaru FTP I
chammza-m naaasﬁzmya: S -

Hem. UTF-B .qna webp._m ‘SHH Ha ne4. FTP
Hapanewpst wsD

HCcnome3oBaTE pe
NapaMeTPH Oeuary
Paapem. npn HC]

Hapame'rpsz moreanpecxono
OTEeT s

AES-CBC (128 !

AES- GCM {128 EH‘J:} 3

3DES-CEC

- Orpad. WCH.. DSA B Kau-Be aur-Ma NOANMCH  BERL
HapaMeTps Proxy ===

HCHONE30BATE Prqu e —— BEIR]L
AppecGepRepa s -
Homep mopTa =E—>.c - 80
HecnonesoBaTs ProXy BHYTPH TODO Xe AOMEeHa BERIL
3afgaThk ayTeHTHQHEAIIHI0
Honone30BaTE ayTeHTHOHRALMD Proxy BEIRIIL
HMa mones3oBaTens
[IpoE. ayT. cCBef. B pex. YOpaBleHWe ayTeHT. BEKIIL

MapaMeTps IPSec

Hcoonszosars IPSec "~ BEIKII.
HCNoneE30BaTE CKAHMPOBAHHME uepes CeThb BEIRT.
Heomome3zoBaTe TLS BEIRJI.

HacTpo#dre mapamerpos TCP/IP
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HacTpo#Ku mapaMeTpa MacmTad. OKHa OpHeMa
Hcnone30BaTh NapaMeTp MacmT. OKHA IIpHeMa BEKIL
TapaMeTpE pa3Mepa SIMOROR MTU
PazsMep SIOROB MTU 1500 BaiTH
[TapaMeTps Apple Talk
HcnonezoBaTe AppleTalk BEKIL.
Paza ®aza 2
UMa cnyrSm - iR-ADV C3530 .III *
30Ha *
PexuM nmewaTH - Oba
TapamMeTpsr SNMP
HcnonezoraTe SNMP v. 1 BKIIL
[lapaMeTpE BHAEJEHHOI'O coodmecTRa
BrigeneHHOe coodmecTBO BER.
Pa3pemeHWe Ha fjocTym MIB =~ = TONRKO 4TOHME

3apgaTe HMa cooBmectma 1
Hma coobmecrea 1
Pazpemenne Ha AocTyn MIB
3agars HMa coobmecTBa 2
HMa coobmecTBa 2
Hcononesoears SNMP v. 3 :
Cpefenuss o8 ynp. HOpUHTEPOM OT XOCTa
OTKIOHATE NarReTs SNMP B choameM pexuaMe
®opMaTHp. MIB pecypcoB XocTa B RFC2790
[IapaMeTpPE BHASJISHHO'O IIOPTa Lo
HcnonezoBaTs QYHRIMD Sygepa
Cnocof ayTeHTHQUKAIHUK BEHASISHHOT'O IIOPTa
MapaMeTpH 3aIyckKa
[TapamMeTpE npaﬁBepé Ethernet
" ABToompefencHue
TeRymas CROPOCTE Nepefaun
MAC-agpec
[TapaMeTpHE OPHOPHTETA CIAMEI0 peXHMa
MapaMeTpsr TEEE802.1X
HcnonesoBaTre IEEE802.1X
UMs Ans BXoAa B CHCTeMY
[[POBEPHTE CEPTHQ. CEPB. AYTEHTH(
[[POBEPUTE KM CepBepa ayTeHTH
UM cepBepa ayTeHTHQHKALMNA
Hcnone3oBaTe TLS
Hcnone3aorBaTes TTLS
Hcnone3oBaTE PEAP
To ®%e MMS NONB3., 4YTO KM AN
HacTpoMku SpaHAaMayspa
ouneTp IPv4-anmpecoB
QUIBTP Ha BEXOHE
Hcnons30BaTE QUIBTP
KoHUennuss no yMOI4aHHKK
Apnpeca nckmodeHuss/ HoMep m
QUIIBETP Ha BXofe
Hcrone30BaTE QUIBTP
KoHmennusi no yMOIYaHMIo
Appeca uckmodeHus/HoMep mnc
Bcerga paspemaTs OTHpP. /IpHEM C
Bcerpga paspem. oOTHop. /OpHeM C IIOb
HcnonesoBaTe Mopria
HcnonmesoBaTs AirPrint
Orobpaxenne omubor Ana AlrPrint
lapaMeTpH CBefeHHH O HOJNORSHUHM yCT
MupoTa
Jonrora
NapaMeTprr obnaueHoR mewarn Google
HcnonezoBaTs obmaunynw newaTs Googl 3 1
COCTOAHME PerucTpaluH : == > 1 IDOBAKO
BuBSop uHTepgeifica : - e ¢ - JIBC *
BecnposofgHas JIBC : /
CBegesusa o SecnporopHo# JIBC
MAC-apgpec
Cocrosauve SecnposopHoi JIBC
Hopedmas mugopM. 086 ommbre
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Kanan
llapaMeTpar SSID
[lapaMeTpE 3amMMTLI
HeTannu
Criocod ROAMpPOBaHUS
PSK
PexuM sHeprocbepexeHus
TapaMeTpE IPSAMOTO MOARIIYSHHS
Hcnonb30BAaTE HpAMOE MIOAKINYEeHHe
Tun npsaMoro MOAKIIOYEHUSA
HMa ycTpodcTBa Ans Wi-Fi Direct

[TapaMeTpH PeXHMMa TOYKM FOCTYIA

BpeMsa OO OTRINYEHWUS OpsaAMOIC COeOHMHeHMS

Ip-

Hac

Mapame
Hem

OTnpaBUTE
Mapame

Hcn. nepcoHanbHER SSID KM CceTeBOH KoY
YrazaTe SSID Ansa HCHONB3OBaHMUSA
YRazaTE CEeTEeBOH KRIOY O HCIOJE3.

IMocT. BRIWY., ecn¥ yrRaszaH SSID/CeT. R4

agpecHacTpPORKY HNPAMONO NOLRINYEHUS
IPvd-agpec

Hcro. norMH BM. MM. IONB3. AN 3afaHAR HewaTH
[NapaMeTpE 3alacHOr'O KaHaja
TapaMeTps IP-afpeca

IP-angpec
Macra mnopceTu
Appec muw3a
DHCP

[IpUOPKT. KaHAN AN CBA3M ¢ MOS. yCTp-BaMm
lMapaMeTpH ApaiiBepa Ethernet

ABTOONpPEeAEIeHUS
Tekymasi CKOPOCTE Iepefaudu
MAC-apgpec
TPOHRK SpamaMays3pa
QuneTp IPv4-appecoB
QUIETP Ha BEXOAE
Hcnone30BaTE QUIBTP
KoHIenuus MmO yMOJN4YaHHI
Anpeca MCRmMoYeHus/ HoMep HopTa HCKIOG.
1
QUIETP Ha BXOAe
WCNONB3OBaTE QUIEBTD
KoHIenmuss mo yMOJI4YaHHIO
Appeca UCRIN4YeHWUA/HoMep HOpPTa HMCKIIOW.
1

MMapaMeTpE oSMeHa H[aHHEMHA CHCTEMe

[lapaMeTps agpeca cepeBepa DNS
[epBHYHER cepBep
BTOPHYHE CepBep

[IapaMeTpsl Proxy
HAcnone30BaTE Proxy
Appec cepBepa
HoMep nopra
3apaTeE ayTeHTHUQHMRAIMI

Hcnone3oBaTE ayTeHTHQUKAILMID Proxy
AMAa mone3oBaTens

TPH CTATH4. MAPIOPYTHSaLUKX

OJNIE3. CTaTH4Y. MAapmpyTHU3aIHI0

lMapaMeTpPH QYHKIKA

TPH 3. NDOYTE/HA-gakrca

[lapaMeTpH CBA3N

IpueM SMTP

POP

CepBep SMTP

Appec 3NEKTPOHHON NOYTH

CepBep POP

HMa pgns BXofa B CHCTemy POP

POP-uHTepBan

[TapaMeTpH ayTeHTHQURALMNN/ ROGUPOBRHK
Crnocod ayTeHTHQHRaLuu POP
AyredTuourRanEa POP nepesl OTHOpaBROH

ooa

11 *
mgymz09 *
WPA/ WPAZ-PSK *

AnTO
AhhkKKkhkk Kk

BEIKJI.
BEIRII.

iR-ADV C3525/3530 III *
30 muH

BKIIL.

BHEIKII.
BEIKIL.
BEIKII.

192.168.22.1
BriL.

172.27.22.17 *
255.255.252.0 *
172.27.20.1 *
BRI

OCHOBHOH

BRI

000000000000

BKIIL.
OTRJIOHUTE

0.0.0.1 - 255.255.255.255 / Ycnemso

BRI
OTRIJIIOHUTE

0.0.0.1 - 255.255.255.255 / YcuemHo

172.27.20.100 *
172.21.20.100 *

BEIKII.
80

BEIKII.

BEIRIL.

BrRu. *

BRI

smtp. mail. ru *
copierl@lgkuv. ru *
pop. mail. ru *
copierl@lgkuv. ru *
0 MHE

AyTeHTHQURALuUs POP *
B *
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AyTeHTHQHRanus SMTP ( SMTP AYT) Brm. *
HMst momb3oBaTens copierlé@lgkuv. ru *
PazpemuTs TLS ( POP) BRI *
PazpemnThs TLS (Idepepaua SMTP) Bryu. *
OToSpaxaTh SKpaH ayT. IPU OTIpaBRe BRI
Pazpemnte TLS ( OpuemM SMTP) B3y, *
HDopTB. ceprH. TLS gnst mepegauym SMTP BEIRJI.
[lo8aBATE NYHKTH A[NIA OPOBEPKH
CN BEIRJI.
ODopTe. ceprug. TLS ans npuema POP BEIKJI.

llo6aBUTE DYHKTH AT MPOBEPKH
CN BEIR L




